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A  DOD,  DOE,  DHS  Joint  Concern 


“Critical  national  security  and 
Homeland  defense 
missions  are  at  an 
unacceptably  high  risk  of 
extended  outage  from 
failure  of  the  grid.” 

Dependence  on  a  vulnerable 
commercial  power  grid  may 
be  a  bigger  risk  to  DOD  than 
dependence  on  oil. 


Report  of  the 

Defense  Science  Board  Task  Force 

on 

DoD  Energy  Strategy 
“More  Fight  -  Less  Fue!” 
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Projected  US  Electric  Demand 


Figure  7.  Electricity  generation  by  fuel ,  1980-2030 
( billion  kilowatthours) 


US  EIA  AEO  2009 
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50%  Electricity  Demand  Growth  By  2030 

To  preserve  current  electric  fuel  supply  mix: 


>2 /year  J>50 

Nuclear  reactors  (1,000  MW) 

(104  today) 

261 

Coal-fired  plants  (600  MW) 

(~  600) 

279 

Natural  gas  plants  (400  MW) 

(~  750) 

Renewables  ( 1 00  MW) 

Source:  2006  Annual  Energy  Outlook,  Energy  Information  Administration 


Bigger  grid  needed  to  accommodate  growth. 

Smart  grid  needed  to  integrate  renewables  and  manage  demand. 
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North  American  Transmission  Grid 


Transmission  owned  by  over  500  independent  companies. 
Generation  supplied  by  over  3000  utilities. 
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Grid  Infrastructure 


The  power  grid 

Below  is  a  simplified  example  of  how  electricity  is  distributed  throughout  the  griid. 


JEolti 
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Generating 
station 
Electricity  is 
typically 
generated  by  a 
steam  or 
hydro-driven 
turbine  at  the 
power  plant. 

Sources;  North  American  Electric  Reliability  corporation,  Ho ws4uFFworks.com 
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Step-up 
transformer 
The  power  is 
then  ramped 
up  to  high 
voltage  for 
long-distance 
transmission. 


El 

Transmission 
Next,  a  series  of 
high-voltage  lines 
transmit  the 
electricity 
throughout  the 
power  grid. 


El 

Step-down 
transformer 
Power  is  then 
reduced  to  a 
lower  voltage 
for  use  in 
homes  and 
businesses. 


m 

Subtransmission 

customer 

The  electricity 
(hen  passes 
through  a  series 
of  switches  to 
distribution  lines. 


SI 

Customers 

Power  is  then 
delivered  to 
customers  via 
local  lines. 


Terrence  Horan/Marketwatch 


□  Generators 

■  Circuit  Breakers 

□  High  Voltage  Transformers 
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EHV  Transformers 


-  US  spares. 

-  500 KV  and  765KV  manufacturing  capability. 

-  100+ tons. 

-  Lead  time  6  to  18  months. 


765kV 
500kV 
345 kV 
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Moving  EHV  Transformers 
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Emergency  Transformers 


230  KV  Mobile  Transformer  (Made  in  US) 
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Major  US  Grid  Substations 

There  are  more  than  25,000  power  substations  in  the  United  States  with  a  voltage  rating  of  34  kV 
(kilovolts)  and  above.  Figure  4  shows  the  location  of  relevant  (i.e..  high-side  voltage  rating  equal 
to  or  greater  than  34  kV)  substations  in  the  United  States  and  in  portions  of  Canada  and  Mexico 
(Platts  PowerMap  2004) 


-  ■> 


t  Ar 


Figure  4  Locations  and  Density  of  “Major”  Electric  Substations 
in  the  United  States  (Source:  Platts  PowerMap  2004) 
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System  Control  And  Data  Acquisition  (SCADA)  System 
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EHV  Circuit  Breakers 
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3  Phase  Circuit  Breaker  Operation 
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Large  US  Power  Plants 


Electric  Power  Plants 

Min.  net  summer  capacity  of 

100  megawatts 

(Values  below  are  U.S.  totals) 

V  Natural  Gas  (731 ) 

A  Coal  (401) 

♦  Hydro  (183) 

O  Petroleum  (1 08) 

©  Nuclear  (66) 

X  Wind  (31) 

4  Wbod(S) 

©  Geothermal  (4) 

A  Biomass  (2) 

#  Solar  (2) 
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Wargame  Scenario 


0500  -  Columbus  attacked. 

0600  -  Terrorist  group  claims  responsibility  and  issues 
demands  through  media. 
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Wargame  Scenario 


0900  -  Government  evaluates  options  for  protecting 
EHV  transformers. 
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Wargame  Scenario 


1215  -  Cyber  attack  against  a  major  utility  SCADA  system 
in  US  southeast. 
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Wargame  Scenario 


1220  -  effects  of  major  utility  loss  propagate  through  the 
US  eastern  interconnection. 
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Wargame  Scenario 


1230  -  Columbus  and  most  of  Georgia,  Florida,  Alabama 
South  Carolina,  North  Carolina  are  blacked  out. 

1245  -  terrorist  group  claims  responsibility  and  issues 
new  demands. 
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Wargame  Scenario 


1400  -  Government  considers  options. 
1500  -  Intel  intercepts  provide  new  info. 
1700  -  Game  over. 
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DHS  Recovery  Transformer  Program 


Single  3  phase 


Large  &  Heavy 


3  single  phase 

Smaller  &  Lighter 
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Smart  Grid 


Shift  from  coal  to  renewables  is  a  big  driver. 
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